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1.

Introduction

2017 has become a year in which RAILPOL further expanded the operational activities.
During the G20 summit in Hamburg, RAILPOL provided the German Police with information
about the international movements of demonstrators.
The Rail Action Days were completed by RAILPOL with a massive deployment of police
officers from all over Europe, fighting crime in general and checking trains and railway
stations on the presence of explosives.
Furthermore, RAILPOL encouraged cross-border patrols on the international railway
corridors in Europe, dealing with crime and illegal migration.
The police occupy a central position in society and are constantly adapting to meet the
demands made on them by politicians and the public.
Combatting crime is a core function of governance and a core task of each National police
force. Due to the characteristics of stations, trains and railway infrastructure, policing in the
railway environment requires a specialised approach.
The key principals of the RAILPOL network are described in its mission and vision;
Mission:
“The mission of RAILPOL, is to strive for a safe and secure rail-transport by establishing
cross-border law enforcement co-operation on the main European railway corridors.”
Vision:
“RAILPOL is the platform for cross-border law enforcement co-operation to tackle
transnational crime and other security issues in the European railway environment.”
RAILPOL, being an operational network, focused on the operational aspects within (railway)
policing such as the exchange of best practice, (real time) exchange of information,
organising the Rail Action Days and exercise(s).
Some of these operational aspects include, RAILPOL’s Rail Actions Days with their common
thematic on organised crime, aggression and detecting explosives, but also an International
exercise for public order teams as well sharing real time information about the number and
behaviour of demonstrators during the G20 Summit in Germany.
RAILPOL is not the only player in the field, which is why RAILPOL investigates in cooperation with other partners and stakeholders in the railway network. Some examples are
the co-operation with Colpofer, the security services of the railways, participating in the
security steering committee of the UIC, the international organisation of railway operators,
and also providing advice/support to the European Commission with RAILPOL’s expertise
related to policing of the railway network.
This annual review provides the achievements of RAILPOL in 2017.
On behalf of the RAILPOL Management,

A.J.H.M.(John) Laene
Secretary-General RAILPOL.
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2.

Working Groups.
As mentioned in the introduction, RAILPOL is an operational network, and the back
bone of the network are the Working Groups. In 2017, RAILPOL had 5 Working
Groups, namely;
- Crime and Illegal Migration;
- Public Order;
- Counter Terrorism;
- Police Investigations in Railway Accidents and other major Incidents;
- Strategic Analysis.
Main goals of the Working Groups were exchanging best practices and sharing
information but also draw up recommendations, analyse reports and organising joint
International days of action.
Under this paragraph you will find details of the activities of the Working Groups.
1. Crime and Illegal Migration

The Working Group Crime & Illegal Migration deals generally in all crimes related to
or committed in the railway domain of the member states. The railway environment is
a specific environment with specific rules and habits. Over the years policing the
railway domain is a jigsaw puzzle regarding the competences of the several police
forces responsible for this policing - Railway police, Border police, Transport police,
National Police, Gendarmerie and so on. The differences between member states,
their priorities, their legislation and enforcement are enormous. The Working Group
tries to find solutions for- and exchange best/good/bad practice - to fight crimes in
this environment. They also monitor the influx of migrants and their way of travelling
through Europe to their final destination.
The following members, chaired by the National police of The Netherlands, attended
this Working Group in 2017 - Belgium, France, United Kingdom, Spain, Portugal,
Italy, Switzerland, Romania, Latvia, Hungary and The Netherlands.
The Working Group organised two meetings - Madrid (Spain) March 2017 and in
Brussels (Belgium) October 2017.
During these meetings, the participants exchanged information and best practice on
the following crime topics: beggars, pickpocketing, exploitation of people as case
studies regarding these items. They worked on a recommendation on the security of
marshalling yards, updated the crime fields in every member country and monitored
the migration situation. They also continued with the restructure of the on-line BPM
(Best Practice Manual) which is a type of data-base on the secure part of the
RAILPOL website and contains an overview of best practice by the different members
on specific topics.
In 2017 the Working Group started with the topics on the new “silk” route, the land
bridge on rail freight, between China and Europe as well “mobile organised crime
groups”.
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The Working Group organised two Rail Action Days so called “24 Blue”. Almost all
RAILPOL members, National and/or cross border, executed specific police actions on
the railway network on 14 March and 11 October 2017. The topics were
aggression/violence against railway staff and police on 14 March and drugs on 11
October.

The Working Group also noted that theft is still the largest number of offences
recorded with organised crime groups travelling throughout Europe to do their
devastating work. Also noticed was, if police in one country give this phenomenon a
higher priority, the criminal groups move to another (most neighboring) country. In
common these groups have their origin in Eastern Europe.
Over the last few years there has been a decrease in metal theft of over 40%. At the
moment, the price of copper is stable but has to be monitored in case of an increase
what will have an effect on steeling copper. On the railway network copper/metal is
widely available and easy to remove and steel.
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Migration is still something that should be monitored. The influx is changing due to the
agreements with Turkey. We noticed again more migrants coming via Libya over the
Mediterranean Sea to Italy. Like before the Balkan influx, the Western Mediterranean
route is more favorite given the numbers entering Spain. Smuggling people in freight
trains will be a new topic for this working group.
New phenomena in our sector are the so-called money- or drugs “mules”. People
smuggling money and drugs for organised crime groups, pedophile hunters, using
stations to arrange meetings with pedophiles and then inform (railway) police to arrest
these pedophiles.
An underestimated topic is cybercrime and although (railway) police is not specialised
on this subject it’s an item we should consider in the future.
The Working Group will organise again the successful Rail Action Days

2. Public Order

The Working Group Public Order deals with topics relating to crowd control and public
order. Public order within the railway network requires a different approach in
comparison with other public places, like stadiums and public roads and as well as
the infrastructure. There is always the aspect of safety. The focus lies in determining
and studying causes of public disorder and hazards because of mass transits during
different events and how law enforcement units could be more effective
The following countries, chaired by the Federal police of Germany, participated in this
Working Group: Romania, Bulgaria, Hungary, Italy, Switzerland, Belgium
The Netherlands, Slovakia, Czech Republic, France, Portugal, Spain and Germany.
The Working Group organised two meetings - Bratislava (Slovakia) March 2017 and
in Podebrady (Czech Republic) September 2017. The meeting in Podebrady was
combined with RAILEX 7 which was held also in Czech Republic.
During these meetings, the participants shared best practice and information from a
public order perspective for instance the G20 summit in Germany. The topic of the
terrorist attacks in Paris, Brussels and Germany was also a point of sharing
experiences and the response of the railway police in cases of a terrorist attack were
an agenda item during these meetings. In connection to that, they continued with the
recommendation on possible actions for shift leaders and field officers on different
scenarios like lone wolf attacks, hostage takings and panic situations.
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Another topic they started on, related to the 2018 World Championship football is, to
create a common draft for the RAILPOL-manual “Characteristics of National football
supporters”.

An important accomplishment of this Working Group was organising the International
exercise for public order teams called RAILEX. The 7th RAILEX was organised by the
Czech National police and took place on 6/7 September 2017 in Nymburk (Czech
Republic). The member states Slovakia, Romania, Bulgaria, Germany, Hungary and
the Czech Republic participated with one public order team, each of them with eight
officers. By switching leaderships and under supervision of Czech police trainers the
teams had to complete six different scenarios;
they searched, separated and arrested violent passengers;
protected trains, tracks and V.I.P.'s;
managed an EOD-scenario;
acted against armed persons.
Because of the success of RAILEX, the next one will be organised in September 2018
in Portugal. As an ongoing and permanent process, the Working Group will evaluate
on each meeting the fields:
- escorting of violent travelers (demonstrators, sport fans);
- new developments in the field of life - threatening or AMOK- situations;
- new developments in tactics and equipment's;
- security during nuclear transports.

3. Counter Terrorism

The increasing number of terrorist attacks in/on the railway environment accompanies
the trend of terrorism events in Europe.
The present threats shown the need to address the issue of protection of public areas
next to, or part of, infrastructures such as bridges and tunnels.
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Regarding these threats, the characteristics of public areas, such as train stations or
multimodal infrastructures, offers an ideal opportunity for terrorists.
The role of Railway Police Forces is usually related to the three pillars of security in
railway environment:
- deterrence;
- detection;
- resilience.
Therefore, there is an alignment of this Working Group’s work within the areas
relating to these pillars.
Railway transport in Europe is facing a considerable threat from terrorism. This is
becoming even more evident after the threats from the “Inspire” magazine #17
containing specific instructions and motivation on how to derail a train.
The Working Group ensures the ability of bringing together member states to the
exchange of information and solutions, and to share best practices in the railway
environment. Sharing preventive measures contributes to gain a common security
level, although is not possible to access the positive impact of such measures or how
many terrorist attempts did not go through as a result of their implementation.
The work of the Working Group can provide preventive and affordable solutions to
reduce the terrorist threat and risk in the railway environment. Since security strategies
should include prevention and response, the Working Group is a relevant platform in
regard to the sharing of preventive measures to allow countries to adapt solutions that
may contribute to the common European security.
The following countries, chaired by the National Republican Guard of Portugal,
participated: Belgium, Bulgaria, Germany, France, Italy, The Netherlands, Portugal,
Romania, Spain, Switzerland, United Kingdom and the United States of America.
The Working Group organised two meetings: Bucharest (Romania) march 2017 and
in Lisbon (Portugal) August 2017.
During these meetings, the participants shared best practices, information and
worked in sub-groups on the topics of:
- active attacker;
- cyber security awareness;
- infrastructure protection;
- updating the guide line for information sharing;
- behavior detection technics.
These topics will be continued during 2018.
The Working Group organised a Rail Action Day (RAD) on 6 September 2017 called
“Active shield.” Most RAILPOL members participated into this action with a focus on
detecting explosives on International trains and public lockers in train stations.

Due to the success of this Rail Action Day, the Working Group will again organise this
RAD.
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4. Police investigations in railway accidents and other major incidents

The Working Group “Police investigations in railway accidents and other major
incidents” deals with the investigation of these kinds of events in Europe. Furthermore,
the Working Group analyzes and evaluates the railway environment with its technical
development and a view to the terrorist threat situation. The goal is to find intelligent
prevention measures in exchange with other organisations.
Iinvestigations are carried out by several institutions, with different goals. Some
European countries have a specialised “Railway Police”, whilst other European
countries carry out the task within their general police organisations. The criminal
investigation always is within the criminal departments of the concerned police
organisation.
The Working Group is one of the platforms to exchange knowledge about
investigations in railway accidents/incidents all over Europe from a police point of
view. The exchange of experience in these complicated investigations is needed to
gather knowledge and to spread this knowledge to the responsible police officers in
their countries.
The Working Group connects EU police investigators and tries to establish close cooperation between other European organisations, e.g. the European Union Agency for
Railways, EUROJUST, the JIT-network, EUROPOL and the National Investigation
Bodies (NIB) in each country.
Only if the Working Group can combine safety and security, it is possible to improve
the standard of these topics in the railway sector also for a good police approach to
the prevention and fight again crimes and terrorist; in general, against the unwise
behavior on the railways. The investigating bodies should conduct an active exchange
of views and experience for the purpose of developing common investigation
methods, drawing up common principles for police measures to avert dangers which
threatens the railway and investigation methods in different accidents.
The following countries, chaired by the German Federal police, participated:
Belgium, Germany, Italy, Latvia, The Netherlands, Romania, Slovakia, Spain and
Hungary.
The Working Group organised two meetings: Bucharest (Romania) May 2017 and in
Riga (Latvia) September 2017.
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During these meetings the participants shared information and best practice on
several items within the police investigation on railway accidents and other major
incidents. They started to draw up a manual which focus on special problems and
difficulties for the (railway) police, recommendations, challenges for the police, special
investigation methods, cooperation and the verdicts in serious rail accident
investigations. This manual will be interesting for the practicable work and a valuable
book of facts, a book of reference for the European investigators. All accidents will be
described in a similar structure and scope.
The manual is not only for the police investigators, who could use the international
experience but it could be used as a basis for discussion and experience exchange
with the joint network of national investigation bodies.
Threats of terrorists to the railway system/ infrastructure shows clearly the importance
of raising awareness about safety and security in the railway sector.
The aim is to create awareness on railway corridors along Europe about terrorist
threats on soft targets and to work out proposals for prevention measures with the
goal to reduce the risks of terror attacks on the European railway system.
The Rail Action Week in September 2017 was a new activity for this Working Group.
The attention was focused at security and safety on railways with different targets.
Showing the results, we can conclude that it was a really successful action which will
be repeated.

In addition, the Working Group will give priority on the topics of transport of
dangerous goods as well suicides on railway tracks.
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5. Strategic Analysis

The Working Group Strategic Analysis developed its activities to complement the
other RAILPOL Working Groups by offering them useful information in order to
support, organizing their activities at the best and to provide RAILPOL members with
analysis and trends useful for planning actions and strategies. Information is the basis
of police work so it is essential that railway police forces gather as much information
as possible, also on an international level. The goal of the Strategic Analysis working
group is to create strategic analyses of different sorts and on different levels
(phenomenon, offender, target…), taking into account of needs and suggestions of the
other RAILPOL Working Groups. The information acquired during the analyses let the
Working Group create a product that:
- informs and drives intelligence-led policing and international co-operation between
all RAILPOL partners;
- serves to reduce the international threat faced by the railway networks throughout
Europe by providing the members with useful information to plan measures and
preventive police activities as well.

The following countries, chaired by the Italian railway police, participated in the
Working Group: Belgium, France, Germany, Italy, The Netherlands, Portugal,
Romania, Spain, Switzerland and the United Kingdom.
The Working Group organised two meetings: Winterswijk (The Netherlands) May 2017
and in Bucharest (Romania) October 2017.

The Working Group, within the planned project for 2017, built and shared with
RAILPOL members, European bodies and -Institutions a General Analysis (Report) of
criminality in the railway environment, a focus on the main crimes who affect this
specific area of the mobility, theirs trends, increasing and decreasing during the last
years. This Analysis, thanks to the contribution of most of RAILPOL countries, let the
Working Group to get figures from different countries, compare the numbers and
identify the key point.
Next to this General Report, the Group focused on a specific item/issue which was
considered a priority in consultation with the Working Group Crime and Illegal
Migration: the aggression to Police Officers and Railway Staff. The number of events
recorded in the past years let the Working Group decide to focus on this kind of crime
by a specific analysis from 2014 to 2016. The RAILPOL countries gave detailed
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figures when available. Next to qualitative analysis a result was to better understand
the phenomenon and get information on preventive measures and results gained.
The meetings and discussions between members led to the decision to improve the
qualitative side of the analyses. For this reason, the next General and Focus Reports
will be composed of figures and information from the countries about trends,
measures, solutions and future expectations. The Working Group created a template
to use next to the request of information (numbers). The members will be able to
provide qualitative information to supplement the pure numbers. The final result will
be a study based on different sources of information which mixed together, will be
able to give a real analysis of the phenomena such as a prediction of possible trends
which could affect a single country or entire Europe.

3. Management.

1. General.
The RAILPOL Management consist of 4 persons: The President, the SecretaryGeneral, the General manager operations and the Management Assistant.
The complete RAILPOL Management is made available and financially supported by
the National Police of The Netherlands.
Next to the RAILPOL management, the National Police of The Netherlands provides
financial support to the RAILPOL activities.
In 2017 RAILPOL consisted of 17 members from 15 different European countries:
Belgium, Bulgaria, Czech Republic, France, Germany, Hungary, Italy, Latvia,
Portugal, Romania, Slovak Republic, Spain, Switzerland, The Netherlands and United
Kingdom. Two associated members from the United States (Amtrak police
department and the Transport Security Administration) completed the network.
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2.

Activities.
2.1. Internal.
Council
The RAILPOL Management organised two Strategic Councils in 2017, one in Riga
(Latvia) June 2017 and one in Lisbon (Portugal) in November 2017. The goals of
these meetings were to give the members an update about the activities of the
Working Groups and to seek their approval around future activities and steps to be
taken at an operational, tactical and particularly, strategic level. Occasionally external
guests were invited to give presentations about their specific line of work relating to
the (railway) police.
An important topic in Riga was the cooperation with the European Commission with a
guest speaker from DG Home Affairs. The idea for a closer cooperation with the other
European police networks on the main infrastructure AIRPOL, TISPOL and
AQUAPOL has been introduced.
In Portugal one of the main topics was the cooperation with stakeholders.
At the second day the members were invited as guest during a major multidisciplinary
exercise in the railway environment, organised by the Portuguese National
Republican Guard, following the example of the annual RAILPOL RAILEX training.
Meetings
To coordinate the activities of the different Working Groups, the Management
organised two coordination meetings. Participants were the RAILPOL Management
and the chairs of the Working Groups. These meetings were held in May 2017, in
Winterswijk (The Netherlands) and in October 2017 in Rome (Italy). Important items
at these meetings were the tasks and responsibilities of the Working Group chairs,
content and structure of the Working Group presentations, investigation of common
topics as well as giving feedback and advising the Management about future steps.
To coordinate the Management activities, RAILPOL Management organised 9
Management Team meetings, mostly in Winterswijk (The Netherlands).
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Questionnaires
Within RAILPOL, the exchange of information/experiences/best practice are important
goals. RAILPOL used 9 questionnaires to investigate these items. Some examples
were on the use of explosive detection dogs, agreements with railway companies and
measures after the inspire magazine on derailments.
Newsletter/website/social media
To inform all RAILPOL members about actual events, news and other items related to
railway policing, the Management distributed 13 (digital) newsletters. The RAILPOL
website was used to inform the members about different activities or information
sharing.
To be more in contact with the public, RAILPOL started in 2016 to use social media
and created its own Facebook account. This Facebook account achieved that the
number of followers has increased in 2017 and was frequently used to inform the
public about items on security in the railway environment and the activities of
RAILPOL.
Working visits
The General Manager Operations, occasionally accompanied by the RAILPOL
President or Secretary-General, represented the Management in meetings of the
Working Groups.
In order to discuss the cooperation, tactical and strategic goals, the RAILPOL
President and Secretary-General visit on a regular basis the different member
organisations. In 2017 they visited the (deputy) heads of the Slovakian National
police, the Hungarian National police, the Federal police and Border Guards of
Switzerland and the National police of Romania.
RTIL
On request of Germany, RAILPOL set up the Real Time Information Line (RTIL)
during the G20 in Hamburg (Germany).
The General Manager Operations acted for more than one week as RAILPOL liaison
at the Head Quarters of the Federal police in Potsdam (Germany).
The RAILPOL RTIL is used to share between members in real time the behaviour and
amount of cross border train travellers.
European development
In order to improve the European cooperation in 2017 the RAILPOL management
approached different European member states police organisations (Austria, Poland,
Estonia, Slovenia and Greece) to become a member of RAILPOL.
There are good prospects that the Serbian National Police will become a new
member of RAILPOL.
Other results
Through the RAILPOL network some other activities/results were achieved. For
instance, the Portuguese National Guard introduced within their organisation the
behaviour detection programme, as well created strategic meetings with different
Portuguese train operators.
Also, during RAILPOL’s Rail action Day “Active Shield”, the Prefect of Paris, for the
first time in France, allowed security guards to perform preventive body and luggage
searches.
Financial
Starting from 1 July 2017, for a period of 12 months, RAILPOL received again
subvention from the European Commission. This subvention will cover a large part of
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the costs made by RAILPOL to execute all their activities. RAILPOL was also
financially supported by the National police of The Netherlands.
2.2. External.
RAILPOL strives for intensify co-operation with different stakeholders. In 2017
members of the Management represented RAILPOL during several meetings to give
presentations, to exchange information, giving advice as well investigating closer
cooperation etcetera.
The following organisations and/or conferences were attended
- UIC steering committee of the security platform.
- UIC security conference on Freight.
- COLPOFER General Assembly.
- COLPOFER Working Group on counter terrorism
- CER.
- AIRPOL Conference.
- On initiative of RAILPOL meeting with AIRPOL, TISPOL and AQUAPOL.
- DG MOVE/LANDSEC.
- DG MOVE/Security Congress.
- DG HOME/ Directorate Security.
- DG HOME/Conference on Soft targets protection
- UNECE.
- TAPA/EMEA.
- EIM.

4. Final comments.

1. General.
2017 was a year in which RAILPOL again focused on the operational aspects of
policing the railway environment. Not only looking at internal police members but also
at the different stakeholders. Security is not only a police task but a multidisciplinary
one, with other responsible parties.
2017 was a year were terrorist organisations inspired their followers to attack the
open and vulnerable system of the railways in Europe. The effect was that police and
railway operators and infrastructure managers took more measures to prevent from
these attacks.
The members of RAILPOL gave a positive feedback on the activities and meetings
and were all active participating in the different Working Groups and other activities.
RAILPOL is an operational network and it is important for the Management that cooperation is on an operational level. RAILPOL took the initiative to discuss these cooperations with AIRPOL, TISPOL and AQUAPOL from a law enforcement
perspective, and with UIC, CER and Colpofer from a “rail” security point of view. Also,
the co-operation with DG Move and especially DG Home were important points on
RAILPOL’s agenda.
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2. Future.

RAILPOL will stay active to improve the regular police work in the European railway
environment. RAILPOL will do this by aligning its activities with the changing security
situation in Europe. Especially focussing on soft target and infrastructure protection,
illegal migration, cybercrime and mobile organised crime groups.
RAILPOL will also work to increase the coverage in Europe by actively inviting police
organisations to join the network of RAILPOL.
RAILPOL is always open to discuss new initiatives and ideas. RAILPOL’s first
thoughts and ideas to establish a “European transport police” will be continued in the
upcoming years. RAILPOL will further translate this initiative and intensify the
cooperation with the other networks on the main European transport corridors.
RAILPOL remains now and for the future a solid network with active members and
support from the European Commission, promoting public-private partnership.
As mentioned above, RAILPOL applied for a subvention from the European
Commission, which was granted in the project called “SARA”. The meetings with DG
Home in 2017 resulted in a decision to apply for a new grant again, similar like SARA
but for a longer period. The decision of assigning the grant will probably fall to mid2018.
In this way we want to make Europe more secure.
“RAILPOL is on the right track”
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